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Introduction 

Fraud detection has therefore become a critical priority not only in healthcare 
reimbursement systems but also in broader financial and administrative domains, 
where intelligent analytical methods are increasingly required (1,2). The challenge 
is further compounded by the increasing scale, complexity, and imbalanced class 
distributions in claims datasets, which limit the effectiveness of conventional auditing 
approaches and motivate the adoption of advanced analytical methods (3). In 
claims-based reimbursement systems, fraudulent practices may occur across 

Fraud in health insurance claims continues to impose significant financial and 
operational burdens on healthcare systems, especially as the volume and 
complexity of claims increase. Conventional rule-based detection mechanisms, 
although widely used, have limited adaptability to evolving fraud patterns and 
high-dimensional data environments. This limitation has driven a shift toward 
data-driven analytical approaches capable of identifying suspicious patterns 
more effectively. This systematic review synthesizes peer-reviewed, open-
access studies published between 2020 and 2025 that applied rule-based, 
supervised, unsupervised, or hybrid methods for fraud detection in health 
insurance claims. A comprehensive search across major databases yielded 
fourteen eligible studies representing diverse systems, datasets, and 
methodological designs. The findings indicate a clear transition from traditional 
rule-based systems to machine learning approaches, particularly in addressing 
challenges such as label scarcity, class imbalance, and complex fraud patterns. 
Most studies focused on integrated medical claims, where pharmaceutical fraud 
was embedded rather than analyzed independently, highlighting a gap in 
service-specific research. Significant heterogeneity was observed in fraud 
definitions, preprocessing techniques, labeling strategies, and evaluation 
metrics, limiting cross-study comparability and emphasizing the need for greater 
methodological transparency. Across the literature, data-driven approaches are 
consistently positioned as decision-support tools rather than definitive solutions, 
reinforcing their role in complementing expert judgment and regulatory 
oversight. Overall, effective implementation requires context-aware design, 
reliable labeling, and rigorous real-world validation. Future research should 
prioritize domain-specific analyses, particularly in pharmaceutical fraud, and 
improve transparency to support scalable and responsible deployment. 
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both medical and pharmaceutical services, including 
upcoding, billing for non-rendered services, duplicate 
claims, and inappropriate prescription practices. The 
increasing volume, velocity, and complexity of health 
insurance claims data have further intensified the 
difficulty of identifying such irregularities through 
conventional manual audits alone (4,5). 

In the pharmaceutical domain, fraud-related risks are 
further compounded by the persistent circulation of 
substandard and counterfeit medicines, which 
undermine treatment effectiveness and patient safety, 
particularly in low- and middle-income settings (6). In 
addition, pharmaceutical fraud risks extend beyond 
inappropriate billing practices, as the circulation of 
falsified and substandard medicines continues to 
represent a major threat to patient safety and health 
system sustainability (7). The World Health 
Organization has also emphasized that substandard 
and falsified medicines constitute a serious global public 
health concern, threatening health system integrity and 
increasing the risk of inappropriate pharmaceutical 
reimbursement and misuse within insurance systems 
(8).  

Within this broader context of healthcare fraud, 
traditional fraud detection in health insurance has relied 
primarily on rule-based approaches, expert judgment, 
and post-payment review mechanisms. While these 
approaches remain valuable for identifying well-defined 
and previously known fraud patterns, they are often 
constrained by limited flexibility, delayed detection, and 
reduced adaptability to emerging fraudulent behaviors. 
As claims datasets become larger and more 
heterogeneous, these limitations have driven a gradual 
shift toward data-driven analytical approaches capable 
of processing high-dimensional information and 
identifying suspicious patterns at scale (9). 

Recent advances in data analytics, machine 
learning, and data mining have accelerated the adoption 
of data-driven approaches for fraud detection in health 
insurance claims. These approaches include supervised 
learning models trained on labeled fraud cases, 
unsupervised and semi-supervised methods designed 
to detect anomalous patterns in the absence of reliable 
ground truth, as well as hybrid frameworks that integrate 
rule-based logic with statistical or machine learning 
techniques. Such methods have been applied across 
diverse datasets, including national health insurance 
claims, hospital billing records, and simulated claims 
data, reflecting variations in data availability, regulatory 
environments, and system maturity across different 
healthcare settings (10,11). 

Despite the growing body of literature, studies on 
fraud detection in health insurance claims remain highly 
heterogeneous with respect to data sources, analytical 
methods, fraud definitions, and evaluation metrics. 
Moreover, many studies examine medical and 
pharmaceutical claims jointly, with pharmaceutical fraud 
frequently embedded within broader medical billing 
analyses rather than addressed as a distinct analytical 
domain. This heterogeneity poses substantial 
challenges for drawing direct comparisons of algorithmic 
performance or determining the relative effectiveness of 
specific analytical techniques across contexts (5,10). 

Systematic literature reviews (SLRs) play a critical 
role in synthesizing fragmented evidence, identifying 
methodological trends, and highlighting gaps in existing 
research. By applying transparent and reproducible 
review procedures, SLRs can provide a comprehensive 
overview of how data-driven fraud detection approaches 
have been conceptualized and implemented within 

health insurance systems. Accordingly, the present 
review was conducted in accordance with established 
methodological standards for systematic reviews to 
ensure rigor and transparency throughout the processes 
of study identification, selection, and synthesis (12). 

This systematic literature review aims to synthesize 
evidence on data-driven approaches to fraud detection in 
health insurance claims, with particular attention to 
applications in medical and pharmaceutical services. 
Rather than ranking analytical methods based on 
heterogeneous and non-comparable performance 
metrics, this review focuses on mapping analytical 
approaches, data characteristics, and implementation 
contexts. By doing so, the study seeks to inform 
researchers, policymakers, and insurance administrators 
regarding current methodological practices, 
implementation readiness, and key research gaps that 
must be addressed to support effective, transparent, and 
responsible fraud detection in health insurance systems. 

 

Methods 

Study design 
Across the unsupervised subset, studies consistently 

identified provider-level anomalies without requiring labeled 
fraud outcomes. For example, a two-step clustering pipeline 
grouped comparable providers and then flagged outliers 
whose DRG coding patterns deviated from peer norms, 
enabling targeted auditor review of hospitals with atypical 
behavior (13). At the national scale, fully label-free methods 
on Medicare claims detected overbilling signals and 
returned human-interpretable rationales at the provider 
level, which were cross-validated against enforcement 
actions, demonstrating the viability of unsupervised 
detection as a front-end triage layer for investigators (14). 

This study was conducted as a systematic literature 
review (SLR) to synthesize evidence on data-driven 
approaches to fraud detection in health insurance claims 
related to medical and pharmaceutical services. The review 
was designed and reported in accordance with the 
Preferred Reporting Items for Systematic Reviews and 
Meta-Analyses (PRISMA) guidelines to ensure 
transparency, reproducibility, and methodological rigor 
throughout the review process(12). 

 
Search Strategy 

Study selection and data extraction emphasized method 
transparency (preprocessing, feature engineering, 
evaluation metrics) and reproducibility of analytical steps. In 
the unsupervised stream, we looked for peer group or 
clustering based strategies capable of flagging outlying 
provider behavior such as two step clustering (k means plus 
peer comparison) that has been shown to surface 
anomalous DRG coding patterns for auditor follow up (13). 
We likewise tracked hybrid architectures combining 
association rule mining with anomaly detectors because 
they operationalize domain rules while preserving flexibility 
to detect emergent patterns; recent work on CMS DE 
SynPUF exemplifies this two stage design and reports 
competitive efficiency with clear unsupervised scoring 
outputs (5). Collectively, these methodological criteria 
allowed us to summarize approaches that balance 
interpretability, scalability, and governance readiness 
across heterogeneous data conditions (15). 

A comprehensive literature search was performed 
across multiple electronic databases to identify relevant 
peer-reviewed studies on fraud detection in health 
insurance claims. The databases included Scopus, 
PubMed, Google Scholar, Semantic Scholar, and 
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ScienceDirect, supplemented by hand searching. 
Searches were conducted using combinations of 

keywords and Boolean operators related to health 
insurance, claims, fraud detection, medical services, 
pharmaceutical services, data mining, and machine 
learning. The search strategy was designed to capture 
studies employing both rule-based and data-driven 
analytical approaches.  

To ensure the relevance and currency of the evidence, 
the search was limited to articles published between 2020 
and 2025. Only articles published in English and available 
in full-text open-access format were considered eligible for 
inclusion. 

 
Eligibility Criteria 
Studies were included in the review if they met the 
following criteria: 
1. addressed fraud detection or identification in health 

insurance or healthcare claims; 
2. applied data-driven, analytical, or computational 

methods, including rule-based systems, data mining 
techniques, or machine learning models; 

3. utilized data derived from medical claims, 
pharmaceutical claims, or integrated healthcare billing 
datasets, including both real-world and simulated 
claims data; and 

4. were original research articles published in peer-
reviewed journals. 

Studies were excluded if they focused solely on non-
insurance healthcare fraud, did not employ analytical or 
data-driven approaches, were review articles, editorials, 
conference abstracts, or lacked sufficient methodological 
detail. Studies using simulated datasets were retained in 
the review because they provide methodological insights 
and proof-of-concept evaluations for fraud detection 
models; however, their findings were interpreted 
separately from studies based on real-world insurance 
claims to maintain contextual relevance. 

 
Study Selection 

All records identified through the database searches 
were exported to reference management software, and 
duplicate entries were removed. No eligible records were 
retrieved from PubMed, likely due to differences in 
indexing scope and search term sensitivity for insurance 
fraud-related studies. The study selection process was 
conducted in two stages. First, titles and abstracts were 
screened to assess initial relevance based on the 
predefined eligibility criteria. Second, full-text articles were 
reviewed to confirm eligibility for inclusion in the final 
synthesis. Any discrepancies during the screening 
process were resolved through discussion and consensus. 

The study selection process is summarized using a 
PRISMA flow diagram, detailing the number of records 
identified, screened, excluded, and included at each stage 
of the review (12). 

 
Data Extraction 

Data were systematically extracted from each included 
study using a standardized extraction framework. The 
extracted variables included author and year of 
publication, country or setting, type of insurance system, 
data source (real-world or simulated claims), type of 
healthcare service (medical, pharmaceutical, or both), 
fraud type, analytical approach or algorithm used, and key 
findings. This structured extraction enabled consistent 
comparison and thematic synthesis across studies with 
heterogeneous designs and objectives. 

 
Quality Assessment 

The methodological quality of the included studies was 
assessed using the Strengthening the Reporting of 
Observational Studies in Epidemiology (STROBE) checklist 
to support interpretation of findings rather than as exclusion 
criteria. The STROBE framework was selected because the 
majority of included studies employed observational 
designs or secondary analyses of claims data. Each study 
was evaluated based on clarity of objectives, data 
description, analytical methods, and reporting transparency. 
The quality assessment was used to inform the 
interpretation of findings rather than to exclude studies, 
thereby preserving the breadth of evidence relevant to data-
driven fraud detection (16). 

 
Data Synthesis 

Given the heterogeneity of study designs, data sources, 
fraud definitions, and evaluation metrics, a quantitative 
meta-analysis was not performed. Instead, a narrative 
synthesis approach was adopted to summarize and 
integrate findings across studies. The synthesis focused on 
mapping data-driven approaches, analytical tools, 
application contexts, and levels of implementation 
readiness. This approach allowed for a structured 
comparison of methodological trends and research gaps 
without imposing inappropriate quantitative comparisons 
across non-comparable studies. 

 

 

Result and Discussion 

Study Selection 
The systematic search across selected databases 

identified a total number of records relevant to fraud 
detection in health insurance claims. After removing 
duplicate records, titles and abstracts were screened based 
on the predefined eligibility criteria. Studies that did not 
address fraud detection in insurance claims, did not apply 
data-driven or analytical approaches, or lacked sufficient 
methodological detail were excluded. Following full-text 
screening, a final set of studies was included in the review. 
The detailed study selection process is presented in the 
PRISMA flow diagram. 

The study selection process adhered to the PRISMA 
2020 guidelines. A systematic search across five electronic 
databases: Google Scholar (n = 621), Scopus (n = 101), 
PubMed (n = 0), Semantic Scholar (n = 316), ScienceDirect 
(n = 15), and Hand search (n = 9) yielded a total of 1,062 
records. After removing 188 duplicate records using 
automation tools, 874 records remained for title and 
abstract screening. 

During the initial screening phase, 115 records were 
excluded due to document type: books (n = 4), book 
sections (n = 27), conference papers (n = 72), documents 
(n = 1), preprints (n = 5), and theses (n = 6). This resulted 
in 759 reports being sought for full-text retrieval. 

Of these, 741 reports were excluded for the following 
reasons: publication year prior to 2020 (n = 119), literature 
reviews (n = 175), and titles not relevant to the research 
topic (n = 447). Eighteen reports were assessed for 
eligibility, but four were excluded due to a lack of full-text 
access. Ultimately, fourteen studies met the inclusion 
criteria and were included in the final systematic review. No 
additional reports were identified that corresponded to the 
included studies (see Figure 1). 
 
Characteristics of Included Studies 

Fourteen studies met the inclusion criteria and were 
synthesized in this review, focused on fraud detection in 
health insurance claims related to medical and 
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pharmaceutical services. The analysis reveals several key 
characteristics across geographical, methodological, and 
thematic dimensions (See Table 1). 

The included studies exhibited substantial 
heterogeneity in terms of geographical setting, insurance 
system characteristics, data sources, and analytical 
approaches. Most studies were conducted in contexts with 
national or large-scale health insurance systems, reflecting 
the availability of centralized claims data suitable for large-
scale analytical processing. The datasets analyzed across 
studies consisted of medical claims, pharmaceutical 
claims, or integrated healthcare billing records, with 
varying levels of data granularity. 

Regarding data sources, the majority of studies utilized 
real-world insurance claims data obtained from national 
health insurance agencies, hospitals, or insurance 
providers. A smaller subset of studies employed simulated 
or semi-synthetic datasets to evaluate methodological 
feasibility, particularly in settings where access to labeled 
fraud data was limited. As summarized in the extraction 
table, studies based on real-world data tended to focus on 
operational fraud detection challenges, whereas 
simulation-based studies emphasized methodological 
development and algorithm testing. 

Overall STROBE assessment indicated adequate 
reporting of objectives, data sources, and analytical 
methods across studies, with variations in reporting of bias 
and generalisability. 
 
Types of Fraud Addressed 

Across the reviewed literature, fraud types were 
defined and operationalized in diverse ways. Commonly 
addressed fraudulent behaviors included upcoding, billing 
for non-rendered services, duplicate claims, excessive 
service utilization, and inappropriate prescription practices. 
In many studies, pharmaceutical fraud was not treated as 
a standalone category but was embedded within broader 
analyses of medical billing fraud. This integration reflects 
real-world claims environments, where pharmaceutical and 
medical services are often processed within unified 
reimbursement systems. 

Several studies explicitly acknowledged the difficulty of 
establishing standardized fraud labels due to variability in 
regulatory definitions, investigation outcomes, and 
institutional practices. Consequently, fraud identification 
was frequently framed as an anomaly detection or risk 
scoring problem rather than a definitive classification task. 
 
Data-Driven Analytical Approaches 

The reviewed studies applied a wide range of data-
driven analytical approaches to detect potential fraud in 
health insurance claims. As shown in the extraction table 
2, these approaches can be broadly categorized into rule-
based systems, supervised machine learning models, 
unsupervised or semi-supervised methods, and hybrid 
frameworks. 

Across the unsupervised subset, studies consistently 
identified provider level anomalies without requiring 
labeled fraud outcomes. For example, a two step clustering 
pipeline grouped comparable providers and then flagged 
outliers whose DRG coding patterns deviated from peer 
norms, enabling targeted auditor review of hospitals with 
atypical behavior (Massi et al., 2020). At national scale, 
fully label free methods on Medicare claims detected 
overbilling signals and returned human interpretable 
rationales at the provider level, which were cross validated 
against enforcement actions demonstrating the viability of 
unsupervised detection as a front end triage layer for 
investigators (14) 

Hybrid pipelines that integrate association rule mining 

with anomaly detectors reported favorable computational 
efficiency and clear scoring outputs; on CMS DE SynPUF 
data, combining frequent pattern rules with algorithms such 
as CBLOF achieved the best silhouette score among tested 
detectors, illustrating how domain rules can be fused with 
data driven ranking for scalable triage (5). Meanwhile, 
supervised models trained on labeled insurance data 
random forests, logistic regression, and neural networks 
achieved high accuracy and F1 scores in operational 
datasets, yet authors emphasized the need for validation on 
larger, more diverse cohorts to ensure generalizability 
across payers and regions (17). 
 
Evaluation Strategies and Outcome Reporting 

Evaluation strategies differed markedly across studies, 
as reflected in the extraction table. Some studies reported 
conventional performance metrics such as accuracy, 
precision, recall, or area under the curve, while others 
emphasized qualitative assessments, expert validation, or 
case-based analysis. Due to differences in datasets, fraud 
definitions, and evaluation frameworks, direct comparison of 
model performance across studies was not feasible. 

Importantly, several studies highlighted that fraud 
detection systems are primarily intended as decision-
support tools rather than definitive adjudication 
mechanisms. As such, the outputs of data-driven models 
were often used to prioritize claims for further investigation 
rather than to directly classify claims as fraudulent or non-
fraudulent. 
 
Summary of Key Findings 

The STROBE-based quality assessment indicated that 
most included studies adequately reported study objectives, 
data sources, and analytical methods; however, variations 
were observed in the reporting of data preprocessing 
procedures, fraud labeling strategies, and model validation 
approaches. These variations were taken into account 
during the interpretation of findings rather than used as 
exclusion criteria. Overall, the results show that data-driven 
approaches to fraud detection in health insurance claims are 
widely applied across medical and pharmaceutical services, 
with increasing methodological sophistication over time. The 
extracted evidence highlights a clear shift from purely rule-
based systems toward more flexible analytical frameworks 
capable of handling large and complex claims datasets, 
although the heterogeneity of data sources, fraud 
definitions, and evaluation methods limits the ability to draw 
generalized conclusions regarding the relative effectiveness 
of specific analytical techniques. 

This systematic literature review provides a structured 
synthesis of data-driven approaches applied to fraud 
detection in health insurance claims for medical and 
pharmaceutical services. In line with the issues outlined in 
the Introduction, this review does not attempt to rank 
analytical methods based on heterogeneous and non-
comparable performance metrics. Instead, it emphasizes 
the mapping of methodological trends, data characteristics, 
and application contexts across the included studies. This 
approach aligns with prior work showing that the 
effectiveness of fraud detection analytics is highly context 
dependent and shaped by data availability, system design, 
and governance/interpretability requirements in regulated 
settings (18,19). Contemporary open access reviews 
likewise stress the absence of robust cross technique 
benchmarks and the variability of model behavior across 
settings, reinforcing the need for cautious, context-aware 
interpretation (15,20).  

A prominent trend identified in this review is the gradual 
transition from traditional rule-based detection mechanisms 
toward more flexible data-driven and hybrid analytical 
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frameworks. Rule-based systems continue to serve as 
important initial screening tools due to their transparency, 
interpretability, and alignment with regulatory 
requirements. However, consistent with findings reported 
in prior methodological and empirical studies, such 
approaches alone are insufficient to address evolving fraud 
patterns and high-dimensional claims data. This limitation 
has motivated the development of hybrid frameworks that 
integrate expert-defined rules with machine learning 
techniques to enhance adaptability while preserving 
interpretability (5,21). Unsupervised, provider level 
anomaly detection has also been shown to flag up coding 
behavior in administrative hospital data, providing auditor 
ready shortlists that complement rule based screens (13). 
At payer scale, label free pipelines have identified 
overbilling signals in Medicare claims and returned 
interpretable rationales at the provider level, illustrating 
how unsupervised components strengthen hybrid 
detection stacks. 

Empirical applications of supervised machine learning 
models further demonstrate how algorithm-driven 
classification techniques can improve the detection of 
complex fraud patterns in medical insurance claims, 
particularly when combined with structured feature 
engineering and validation strategies ((22). Consequently, 
supervised, unsupervised, and hybrid machine learning 
methods have been increasingly adopted to enhance 
scalability, pattern recognition, and analytical capability in 
health insurance fraud detection (23,24). 

Persistent challenges related to data availability and 
fraud labeling were also evident across the reviewed 
studies. Supervised learning approaches frequently relied 
on historical investigation outcomes or expert judgment to 
label fraudulent claims; however, the quality, consistency, 
and completeness of such labels varied substantially 
across settings. In response to limited or unreliable labeled 
data, several studies employed unsupervised or semi-
supervised techniques, reframing fraud detection as an 
anomaly detection problem. Recent methods tackle label 
scarcity by generating proxy fraud labels in a fully 
unsupervised manner and by selecting informative 
features prior to labelling approaches that directly address 
severe class imbalance typical of claims data (25,26). 
While these approaches offer greater flexibility in data-
scarce environments, they also introduce challenges 
related to model interpretability, validation, and operational 
trust, particularly when deployed within real-world 
insurance systems (24). 

With respect to service domains, pharmaceutical fraud 
was rarely examined as a standalone analytical focus and 
was more commonly embedded within integrated medical 

claims analyses. This pattern reflects real-world 
reimbursement practices, where pharmaceutical and 
medical services are processed within unified claims 
systems. However, similar to observations reported in 
previous studies, such integration may obscure service-
specific fraud patterns, particularly those related to 
prescribing behavior, medication utilization, and pharmacy-
level practices (5). The limited number of studies explicitly 
disaggregating pharmaceutical fraud, therefore, represents 
an important gap in the existing literature. Recent evidence 
on recalls within the legitimate supply chain further 
underscores domain-specific risks in pharmaceuticals, 
strengthening the case for dedicated analytics beyond 
integrated medical claims (27). This observation aligns with 
medicine quality scholarship that documents persistent 
substandard and falsified products and substantial 
methodological heterogeneity in sampling studies, 
underscoring the need for domain-specific analytics in 
pharmaceutical claims (28). 

From a practical and policy perspective, the review 
supports the positioning of data-driven fraud detection 
systems as decision-support tools that complement, rather 
than replace, human investigation and regulatory oversight. 
In regulated health insurance environments, hybrid 
analytical systems that combine rule-based logic with 
adaptive machine learning models appear to offer a 
pragmatic balance between interpretability, regulatory 
compliance, and analytical performance. Concurrently, a 
2025 governance framework emphasizes algorithmic 
oversight, risk stewardship, and equity safeguards as 
preconditions for deploying fraud analytics in regulated 
insurance environments (29). In regulated settings, 
explainability remains a prerequisite for deployment; 
medical AI surveys recommend governance-aware, 
interpretable pipelines for adjudication workflows (19). 
Effective implementation of such systems requires not only 
technical capacity but also robust governance frameworks 
addressing data quality, transparency, accountability, and 
ethical considerations, issues that were also emphasized in 
the Introduction. 

Overall, the Discussion reinforces the central argument 
of this review: that data-driven approaches hold substantial 
promise for strengthening fraud detection in health 
insurance systems, yet their effectiveness remains highly 
dependent on contextual, methodological, and governance-
related factors. By systematically mapping existing 
approaches rather than prioritizing performance 
comparisons across heterogeneous datasets, this review 
provides a coherent synthesis that aligns methodological 
innovation with practical implementation needs across 
medical and pharmaceutical services. 
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Figure 1. PRISMA Flow Diagram

Table 1. Characteristics of Included Studies (n = 14) 

Characteristic 
Number of 

Studies 
Percentage 

Study Setting   

High-income countries 4 29% 

Upper-middle-income countries 1 7% 

Lower-middle-income countries 9 64% 

First Author Affiliation   

Academic institutions 13 93% 

Independent researcher 1 7% 

Funding Source   

Not stated in the article 12 86% 

Rabdan Academy, Abu Dhabi 1 7% 

Princess Nourah bint Abdulrahman University 1 7% 

Data Source   

Healthcare institution claims data 8 57% 

Hospital insurance claims data 3 21% 

Simulated claims data 3 21% 

Analytical Approach for Fraud Detection   

Rule-based or non–machine learning analytical methods 5 36% 

Supervised machine learning methods 5 36% 

Unsupervised or anomaly detection methods 2 14% 

Hybrid or combined analytical approaches 2 14% 

Year of Publication   

2020 3 21% 

2021 0 0% 

2022 1 7% 

2023 1 7% 

2024 5 36% 

2025 4 29% 
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Table 2.  Summary of Analytical Approaches Used in Included Studies 

No. Author (Year) Article Title 
Data 

Source 
Service 
Domain 

Analytical 
Approach 

Tools / 
Techniques 

Data 
Type 

1 
Kotekani & 
Velchamy 
(2020) 

An Effective Data 
Sampling 
Procedure for 
Imbalanced Data 
Learning on 
Health Insurance 
Fraud Detection 

Health 
insurance 
claims 
database 

Medical 
services 

Supervised 
machine 
learning 
(imbalanced 
learning) 

Effective data 
sampling 
procedures 
with 
classification 
models 

Real-
world 
claims 

2 
Matloob et 
al., (2020) 

A Framework to 
Detect 
Healthcare 
Frauds Using 
Association 
Rules and a 
Threshold-
Based Rule 
Engine 

Hospital 
insurance 
claims 

Medical & 
pharmaceutical 
services 

Rule-based 
and data 
mining 
approach 

Association 
rules and 
threshold-
based rule 
engine 

Real-
world 
claims 

3 
Matloob et al. 
(2020) 

Medical Health 
Benefit 
Management 
System for Real-
Time Notification 
of Fraud Using 
Historical 
Medical Records 

Historical 
medical 
records 

Medical 
services 

Predictive 
and rule-
based 
framework 

Real-time fraud 
notification 
system 

Real-
world 
claims 

4 
Matloob et al. 
(2022) 

A Sequence 
Mining-Based 
Novel 
Architecture for 
Detecting 
Fraudulent 
Transactions in 
Healthcare 
Systems 

Hospital 
insurance 
claims 

Medical & 
pharmaceutical 
services 

Hybrid fraud 
detection 
framework 

Sequence 
mining 
integrated with 
machine 
learning 

Real-
world 
claims 

5 
Matloob et al. 
(2025) 

Healthcare 
Fraud Detection 
Using Adaptive 
Learning and 
Deep Learning 
Techniques 

Healthcare 
insurance 
database 

Medical 
services 

Adaptive and 
deep learning 
approach 

Deep learning 
with adaptive 
learning 
mechanisms 

Real-
world 
claims 

6 
Khanizadeh 
et al., (2025) 

Smart Data-
Driven Medical 
Decisions 
Through 
Collective and 
Individual 
Anomaly 
Detection in 
Healthcare Time 
Series 

Health 
insurance 
claims 
database 

Medical 
services 

Unsupervised 
and semi-
supervised 
learning 

Anomaly 
detection and 
clustering 
techniques 

Real-
world 
claims 

7 
Agarwal, 
(2023) 

Detection of 
Fraudulent 
Activities in 
Health 
Insurance Using 
Heterogeneous 
Information 
Network 

Health 
insurance 
claims 
dataset 

Medical & 
pharmaceutical 
services 

Supervised 
machine 
learning 

Heterogeneous 
information 
network–based 
modeling 

Simulated 
data 

8 
Hamid et al. 
(2024) 

Healthcare 
Insurance Fraud 
Detection Using 
Data Mining 

Healthcare 
insurance 
claims 

Medical 
services 

Data mining 
approach 

Classification 
and pattern 
recognition 
techniques 

Real-
world 
claims 
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No. Author (Year) Article Title 
Data 

Source 
Service 
Domain 

Analytical 
Approach 

Tools / 
Techniques 

Data 
Type 

9 
Sunilram et 
al., (2024) 

Identifying 
Health 
Insurance Claim 
Frauds Using 
Machine 
Learning 
Concepts 

Insurance 
claims 
data 

Medical 
services 

Machine 
learning–
based 
detection 

Decision tree, 
random forest, 
and logistic 
regression 

Simulated 
data 

10 
Aarthi et al., 
(2025) 

Leveraging 
Machine 
Learning for 
Improved 
Detection of 
Medicare Fraud 

Medicare 
insurance 
claims 

Medical 
services 

Supervised 
machine 
learning 

Machine 
learning 
models for 
Medicare fraud 
detection 

Real-
world 
claims 

11 
Anwer et al., 
(2024) 

A 
Comprehensive 
Study of 
Healthcare 
Fraud Detection 
Using Machine 
Learning 

Healthcare 
insurance 
claims 

Medical 
services 

Supervised 
machine 
learning 

Comparative 
machine 
learning 
algorithms 

Real-
world 
claims 

12 
Subbarayudu 
et al., (2024) 

The Evaluation 
of Distributed 
Topic Modeling 
Paradigms for 
Detection of 
Fraudulent 
Insurance 
Claims in 
Healthcare 
Forum 

Health 
insurance 
claims 
forum data 

Medical 
services 

Data mining 
and topic 
modeling 

Distributed 
topic modeling 
paradigms 

Simulated 
data 

13 
Wang et al., 
(2025) 

A Robust and 
Interpretable 
Ensemble 
Machine 
Learning Model 
for Predicting 
Healthcare 
Insurance Fraud 

Healthcare 
insurance 
claims 

Medical 
services 

Interpretable 
ensemble 
machine 
learning 

Robust and 
interpretable 
ensemble ML 
models 

Real-
world 
claims 

14 
Cherkaoui et 
al., (2024) 

Artificial 
Intelligence–
Based Approach 
for Healthcare 
Insurance Fraud 
Detection 

Health 
insurance 
claims 
data 

Medical 
services 

Artificial 
intelligence–
based fraud 
detection 

AI-driven 
classification 
and anomaly 
detection 
models 

Real-
world 
claims 

At the same time, the collective evidence highlights 
persistent challenges that shape real-world applicability, 
including inconsistent fraud definitions, limited and uneven 
labeling practices, variability in preprocessing and 
validation strategies, and the scarcity of service-specific 
analyses for pharmaceutical claims. These factors 
underscore the importance of context-aware analytical 
design and transparent reporting standards. Hybrid 
frameworks that integrate expert-defined rules with 
machine learning based anomaly or classification models 
appear particularly pragmatic for regulated insurance 
environments, combining interpretability with adaptive 
detection capacity. 

In operational settings, data-driven systems are best 
positioned as decision support tools rather than automated 
adjudication mechanisms. Their responsible deployment 
requires minimum governance safeguards such as 
explainability, auditability, bias monitoring, and 
performance validation that reflects investigator relevant 
outcomes. Strengthening fraud labeling through human-in-
the-loop workflows, adopting standardized reporting 
checklists, and conducting external or temporal validation 

are essential to improving comparability and 
trustworthiness. With these considerations, hybrid and 
context-aware analytical approaches can support more 
scalable, accountable, and effective fraud detection 
capabilities within diverse health insurance systems. 
 
Comparison with Previous Studies 

The findings of this review are consistent with earlier 
studies and reviews that emphasize the limitations of purely 
rule-based fraud detection systems and the growing 
adoption of data-driven analytical approaches in health 
insurance contexts. Similar to previous literature, this 
review identifies a shift toward machine learning-based 
methods to address increasing data complexity and 
evolving fraud schemes. 

Compared with prior reviews that focused on specific 
algorithms or isolated healthcare settings, this review offers 
a broader synthesis encompassing both medical and 
pharmaceutical claims across diverse insurance systems. 
Nevertheless, as reported in earlier studies, substantial 
heterogeneity in data sources, fraud definitions, and 
evaluation metrics persists, limiting cross-study 
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comparability and reinforcing the context-dependent nature 
of analytical performance. 
 
Limitations and Cautions 

Several limitations of this systematic literature review 
should be acknowledged. First, substantial heterogeneity 
across the included studies in terms of data sources, 
analytical methods, fraud definitions, and evaluation 
strategies limited the feasibility of quantitative synthesis or 
meta-analysis. Similar challenges have also been reported 
in previous reviews of health insurance fraud detection, 
where differences in datasets and validation frameworks 
constrained direct comparison of analytical performance 
across studies (10,24). Consequently, the findings of this 
review are primarily descriptive and methodological, 
focusing on mapping approaches rather than evaluating 
comparative model effectiveness. 

Second, variations in fraud definitions and labeling 
practices may affect the generalizability of reported 
findings. In many studies, fraud identification relied on proxy 
indicators, historical investigation outcomes, or expert 
judgment rather than consistently verified fraudulent cases. 
Prior literature has noted that such inconsistencies in 
labeling can influence model training, validation, and 
interpretability, particularly in supervised learning 
approaches (5,30). This limitation underscores the 
importance of cautious interpretation when extrapolating 
findings across different insurance systems and regulatory 
contexts. 

Third, although a comprehensive search strategy was 
applied, this review was restricted to English-language, 
open-access publications, which may have resulted in the 
exclusion of relevant studies published in other languages 
or indexed in non-open-access sources. Similar constraints 
have been acknowledged in previous systematic reviews 
within the healthcare analytics domain (24). These 
limitations were considered during the interpretation of 
results and do not diminish the overall methodological 
insights generated by the review, but they highlight areas 
where future evidence synthesis may be further expanded. 
 
Recommendations for Future Research 

Future research should prioritize the development and 
adoption of standardized definitions of fraud, along with 
transparent reporting of data preprocessing procedures, 
labeling strategies, and validation frameworks, to improve 
comparability across studies. Previous literature has 
emphasized that inconsistencies in fraud definitions and 
data preparation practices remain a major barrier to 
cumulative knowledge building in health insurance fraud 
detection research (5,10). Greater use of real-world 
insurance claims data, supported by rigorous and context-
appropriate validation strategies, is also essential to 
enhance the practical relevance and generalizability of 
data-driven fraud detection models (24,30). 

In addition, future studies should place greater 
emphasis on model explainability and interpretability, 
particularly in policy-driven insurance environments where 
transparency, accountability, and regulatory compliance 
are critical. Recent studies have highlighted that the 
adoption of complex machine learning models without 
sufficient explainability may hinder trust and operational 
uptake by insurers and regulators (23,24). Comparative 
evaluations of multiple analytical approaches using shared 
datasets or benchmark frameworks would further support 
evidence-based decision-making and methodological 
advancement in this field. 

From a policy and implementation perspective, closer 
collaboration between researchers, insurance 
administrators, and regulatory bodies is strongly 

recommended. Such collaboration can help ensure that 
methodological innovations align with operational realities, 
legal frameworks, and ethical considerations governing 
health insurance systems. Strengthening these cross-
sector partnerships may also facilitate access to high-
quality real-world data and support the responsible 
integration of data-driven fraud detection tools into routine 
insurance governance and decision-making processes (5). 

 

Conclusion 

This systematic review synthesized recent 
applications of data-driven approaches for detecting fraud 
in health insurance claims across medical and 
pharmaceutical services. Evidence shows a consistent 
transition from purely rule-based screening to supervised, 
unsupervised, and hybrid frameworks that better 
accommodate large scale, high dimensional claims data. 
Rather than supporting a single best technique, the 
findings indicate that analytical choices must be shaped 
by data availability, fraud labeling practices, regulatory 
requirements, and operational constraints. 

Pharmaceutical fraud remained mostly embedded 
within integrated medical claims analyses, underscoring a 
gap for service-specific modeling that can capture 
prescribing and dispensing patterns. Substantial 
heterogeneity in fraud definitions, preprocessing, labeling, 
and evaluation strategies limited cross-study 
comparability and points to the need for stronger reporting 
discipline. 

Actionable recommendations: (i) adopt transparent 
reporting checklists (data provenance, preprocessing, 
label sources, imbalance handling, and validation design); 
(ii) strengthen labeling via human in the loop workflows 
that combine investigation outcomes with expert 
adjudication; (iii) prefer context aware validation (temporal 
splits, payer/region external validation) and report 
decision support metrics relevant to operations 
(investigator worklist lift, alert level PPV, time to 
detection); (iv) develop pharmaceutical service specific 
models; and (v) ensure governance with explainability, 
audit trails, and bias monitoring. In practice, data-driven 
systems are best positioned as decision support tools that 
augment expert review and regulatory oversight, enabling 
more accountable and scalable fraud detection within 
health insurance systems. 
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