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ABSTRACT: Cyber threats targeting critical infrastructure,
particularly Operational Technology (OT) and Industrial
Control Systems (ICS), have escalated globally in both frequency
and severity, prompting nations to implement legal frameworks
mandating risk management and incident reporting. This study
provides a comparative analysis of cybersecurity regulations
across five jurisdictions: the European Union, United States,
Australia, Singapore, and Indonesia. It aims to evaluate how legal
design, reporting obligations, and institutional coordination
influence cyber risk outcomes. Using panel data from 2020 to
2025, this research employs Difference-in-Differences and fixed
effects models to assess the relationship between regulatory
adoption and indicators such as OT ransomware activity and
ICS threat block rates. Legal variables include the
implementation status of NIS2, CIRCIA, SOCI/SLACIP, the
Cybersecutity Act (SG), and Perpres 82/2022 (ID). Outcome
data are drawn from Dragos and Kaspersky ICS-CERT reports.
The results indicate that jurisdictions with rapid reporting
mandates (12-24h), standardized frameworks (NIST CSF), and
strong institutional oversight demonstrate improved cyber
resilience. For example, ransomware trends decline in Australia
and the EU post-regulation, while malicious block rates increase
in Singapore and Indonesia. However, compliance burdens and
fragmented oversight reduce regulatory efficacy, especially in
less coordinated systems like the US. The study concludes that
successful cybersecurity governance depends on the alignment
of legal mandates, operational feasibility, and institutional
capability. For developing countries like Indonesia, enhancing
cross-sector CSIRT capacity, aligning with global standards, and
streamlining regulatory requirements are critical for improving
national cyber resilience.
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INTRODUCTION

In recent years, cyber threats targeting critical infrastructure have intensified, both in scale and

complexity. Operational Technology (OT) and Industrial Control Systems (ICS) have become

increasingly vulnerable due to their growing interconnectivity and the integration of Internet of
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Things (IoT) devices. These technologies, while enabling operational efficiency, have also
expanded the attack surface for malicious actors. Cyberattacks, particularly ransomware
campaigns, now routinely target sectors such as energy, water, and transportation, often resulting
in widespread service disruption and economic loss (Javed et al., 2022). These vulnerabilities are
compounded by the legacy nature of industrial systems, many of which were developed without
cybersecurity in mind (Tumkevic, 2017).

Against this backdrop, international regulatory frameworks have begun to evolve. Notably, the
European Union’s NIS Directive marked a significant shift toward mandatory cybersecurity
governance, requiring member states to establish mechanisms for operational resilience and
incident reporting (Wallis et al., 2021). Organizations such as the European Union Agency for
Cybersecurity (ENISA) have since played a crucial role in coordinating digital security policies and
fostering regional consistency. These initiatives reflect a broader global acknowledgment of
cybersecurity as an integral part of national security.

Parallel regulatory advancements have been observed in the United States, Australia, Singapore,
and Indonesia. The U.S. introduced the Cyber Incident Reporting for Critical Infrastructure Act
(CIRCIA), mandating swift reporting timelines and expanding the federal oversight of private-
sector critical infrastructure entities. Australia’s Security of Critical Infrastructure Act (SOCI),
reinforced by the SLACIP amendment, similarly instituted sector-wide reporting obligations and
risk management programs. Singapore’s Cybersecurity Act, updated in 2024, focuses on Critical
Information Infrastructure (CII) designations and direct oversight by the Commissioner of
Cybersecurity. In Indonesia, Presidential Regulation No. 82/2022 and subsequent BSSN
regulations introduced a governance framework for Vital Information Infrastructure (IIV),
coordinated nationally by BSSN.

Despite these advances, national critical infrastructures face enduring cybersecurity challenges.
Chief among these are outdated legacy systems, underinvestment in cybersecurity capabilities, and
a shortage of skilled professionals. Industries often operate on outdated platforms lacking basic
security controls, while the global distribution of cybersecurity talent remains uneven (Dubois &
Tatar, 2022). This discrepancy in technical capacity, particularly acute in developing countries,
limits the ability of critical sectors to withstand and recover from cyber incidents (Kaczmarski et
al., 2024).

Another layer of complexity arises from the fragmented nature of global cybersecurity regulation.
Nations differ not only in the pace of legal adoption but also in the scope and terminology of their
cybersecurity mandates. Multinational organizations often face difficulty reconciling overlapping
or conflicting regulatory requirements, which hinders both compliance and cooperation (Huang
et al.,, 2021). These inconsistencies also obstruct the creation of robust, transnational incident
response protocols.

One of the most promising tools in enhancing cyber resilience is structured incident reporting. By
mandating timely disclosure of cybersecurity events, regulations can facilitate knowledge sharing,
enhance situational awareness, and support proactive threat mitigation strategies. For instance, the
NIS Directive obliges covered entities to report incidents within specified timeframes, thereby

promoting transparency and improving the accuracy of cyber risk assessments (Delgado et al.,
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2021). When national authorities are equipped to consolidate and analyze these reports, they
generate vital threat intelligence that informs public and private cybersecurity strategies (Dubois
& Tatar, 2022).

Institutional frameworks differ substantially across jurisdictions. The United States’ Cybersecurity
and Infrastructure Security Agency (CISA) and its network of sector-specific CSIRTs demonstrate
a mature, federally coordinated response mechanism (Wallis et al., 2021). In contrast, countries
like Indonesia and South Africa are still building their national cybersecurity oversight capabilities
(Kondlo et al., 2022). These structural variations affect how quickly and effectively nations can
detect, respond to, and recover from cyber incidents.

This study is situated within the broader policy and academic discourse seeking to evaluate and
compare the effectiveness of cybersecurity legal frameworks. By analyzing five jurisdictions each
at different stages of regulatory maturity this article identifies key legal design features, institutional
strengths, and compliance mechanisms that influence cyber risk outcomes. The core objective is
to assess whether stronger, clearer, and more immediate legal mandates for incident reporting and
risk governance are associated with better cyber resilience, as measured by ransomware activity
and ICS/OT threat indicators.

This paper contributes to the literature in three ways. First, it provides a comparative legal analysis
informed by the latest international regulatory developments. Second, it empirically investigates
the relationship between law and cybersecurity outcomes using robust panel data models. Third,
it offers policy recommendations tailored for emerging economies like Indonesia seeking to
operationalize cybersecurity mandates in a resource-constrained environment. Ultimately, this
study aims to support regulatory harmonization and institutional strengthening, key pillars for
effective global cybersecurity governance.

METHOD

This chapter outlines the research design, data sources, variable construction, and analytical
methods used to evaluate the comparative effectiveness of cybersecurity legal frameworks in five
jurisdictions European Union, United States, Australia, Singapore, and Indonesia between 2020
and 2025. The goal is to assess whether stronger legal mandates for incident reporting and
cybersecurity governance correlate with improved cyber resilience across critical infrastructure
sectofs.

A panel data design was adopted to track legal developments and risk indicators across jurisdictions
over a six-year period. The structure enables temporal and cross-sectional comparisons, providing
robust insights into policy effectiveness and causal inference. The main methodological approach
is a quasi-experimental design using Difference-in-Differences (DiD) and Generalized Least
Squares (GLS) fixed effects modeling.

The DiD method compares changes in cyber risk outcomes over time between jurisdictions that
implemented legal reforms (treated) and those that did not (control), effectively isolating the
impact of regulation (Tvaronaviciené et al., 2020). GLS fixed effects modeling complements this
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approach by controlling for jurisdiction-specific and time-specific confounders, enhancing causal
inference (TARHAN, 2023).

Five jurisdictions were selected based on the availability of recent cybersecurity regulatory reforms
and relevant risk data: EU (NIS2 and CER), US (CIRCIA), Australia (SOCI/SLACIP), Singapore
(Cybersecurity Act), and Indonesia (Perpres 82/2022 and BSSN regulations). The time frame from
2020 to 2025 captures both pre-implementation and post-implementation periods for most laws.

Independent Variables (Legal Implementation):

e EU_NIS2 Implemented (0/1): Indicates whether the NIS2 Directive has been transposed into

national law.
e CER_SectorCount (0—11): Number of CER sectors mapped in each jurisdiction.
e US_CIRCIA_NPRM (0/1): Denotes the effective implementation of CIRCIA.

e AUS_SOCI_Reporting (ordinal): Reflects reporting obligations (0=none, 1=72h only,
2=12h+72h).

e SG_CSA_Amend2024 (0/1): Tracks the enforcement of Singapore’s 2024 amendments.

e ID_ITV_Framework (0/1): Matks adoption of Indonesia’s critical infrastructure cybersecurity
framework.

Dependent Variables (Cyber Risk Outcomes):

e OT_Ransomware_Trend: Quarterly metrics derived from Dragos OT threat intelligence,

measuring ransomware incidents.

e ICS_Malicious_Block_%: Data from Kaspersky ICS-CERT indicating malicious object block
rates on ICS endpoints.

Control Variables:
e National GDP, cybersecurity workforce size, number of CSIRT entities per sector.

e Investment in cybersecurity technologies, derived from industry reports and surveys (Abrahams
et al., 2024).

2.4 Data Sources

Data are drawn from a mix of governmental, academic, and industry sources to ensure reliability
and comprehensiveness. These include:

e Regulatory Sources: ENISA reports, Federal Register (US), BSSN regulations (Indonesia), and
official factsheets (Australia).

e Threat Intelligence: Dragos Year in Review (2024-2025), Kaspersky ICS-CERT (Q3-Q4
reports).
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e Academic Studies: Peer-reviewed journals focusing on OT/ICS cybersecurity (Chen et al.,
2024), providing empirical validation for observed risk trends.

e Industry Reports and Surveys: Data from cybersecurity consultancies and industry associations,
focusing on compliance rates, policy maturity, and investment levels (Adegbite et al., 2023)

The primary model specification is:
IncidentRate_jt = a + B(Post X Jurisdiction_with_Law) + yX_jt + p_j + 1_t + e_jt
Where:

e j = jurisdiction, t = year

Post X Jurisdiction_with_Law = DiD interaction term

X_jt = vector of control variables
e p_j = jurisdiction fixed effect

e 1 _t = time fixed effect

® c_jt = error term

This model tests whether jurisdictions that introduced legal reforms exhibit statistically significant
changes in cyber risk outcomes, compared to those that did not.

RESULT AND DISCUSSION
Legal Framework Comparison

The cybersecurity regulatory landscape across major jurisdictions reveals both convergence and
divergence in design and implementation. Laws in the United States demonstrate a sector-specific
approach, such as HIPAA for healthcare and FISMA for federal systems, complemented by the
overarching NIST Cybersecurity Framework (Roos et al., 2017). In contrast, the European Union’s
GDPR represents a unified legal foundation for data protection across sectors. The NIS Directive
further mandates cybersecurity obligations for essential and digital service providers, reflecting a

centralized regulatory strategy.

Legal mandates for incident reporting differ in timing and breadth. GDPR mandates notification
within 72 hours, whereas US state-level laws, like the CCPA, offer more flexible timelines. Sector-
specific regulations in both regions often require immediate or near-immediate incident disclosure,
especially in sectors like energy and finance. These discrepancies highlight substantial variation in
compliance obligations.

Across jurisdictions, core sectors energy, water, finance, and transportation are consistently
prioritized as critical infrastructure (Zhang et al., 2024). The EU and US definitions, while differing
in number and specificity, converge on prioritizing societal and economic stability. Jurisdictions
increasingly incorporate international standards like NIST CSF, aligning national frameworks to
foster interoperability and common baseline practices.
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Regulatory Implementation and Coverage

Implementation timelines vary. The EU enacted GDPR in 2018, while Australia’s Cybersecurity
Strategy emerged in 2020. Singapore’s updated Cybersecurity Act and Indonesia’s Perpres 82/2022
were formalized by 2024. These staggered implementations reflect differing political, economic,

and technological contexts.

Critical infrastructure coverage ranges from 11 sectors in the EU (CER) to 16 in the US (DHS
classifications). Australia and Singapore adopt similarly targeted lists, reflecting national priorities.
Institutional oversight is equally varied: the US relies on CISA and the FTC; the EU delegates to
national authorities; Australia’s CISC and Singapore’s Commissioner for Cybersecurity play central
roles. Indonesia's BSSN coordinates through CSIRTSs and sectoral engagement.

Enforcement regimes range from GDPR’s significant fines for non-compliance to audit-based and
remedial approaches in the US. These differences in regulatory strength influence compliance
levels and the degree of cybersecurity maturity attained.

Cyber Risk Indicator Trends

Cyber risk indicators reflect the influence of regulatory reforms. Ransomware activity has shown
measurable declines in jurisdictions with mature reporting laws and active enforcement. Sectors
with tight regulations like energy and healthcare exhibit reduced breach frequencies post-policy
implementation (Zhang et al., 2024).

ICS threat mitigation is evident through increased malicious block rates following regulation. For
instance, post-regulation periods saw higher detection of malicious traffic in compliant
organizations, particularly those aligned with the NIST CSF. This aligns with findings from
Kaspersky ICS-CERT reports and industry assessments.

Regional disparities persist. The EU and parts of North America exhibit a downward trend in
incidents, supported by GDPR/NIS2 and coordinated enforcement. By contrast, jurisdictions
with nascent or fragmented laws especially in developing regions continue to experience elevated
threat exposure.

Threat actors have evolved in response to strengthened regulations. Sophisticated spear-phishing,
exploitation of under-regulated sectors, and adaptive malware behaviors illustrate the dynamic
threat landscape. These trends stress the necessity for continuous regulatory innovation and sectot-

wide vigilance.

The comparative evaluation of cybersecurity laws across five jurisdictions reveals several critical
insights into regulatory effectiveness, particularly in the context of critical infrastructure protection.
One of the clearest findings is the positive relationship between rapid incident reporting laws and
improved cyber resilience. Evidence from the European Union, notably under the GDPR’s 72-
hour breach notification mandate, demonstrates how timely reporting obligations enhance
organizational preparedness and enable faster containment of cyber incidents (Ballreich et al.,
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2023). This outcome is supported by research indicating reduced disruption durations and more
efficient incident response when rapid reporting is mandated (Colburn et al., 2023).

Rapid reporting laws contribute to the cultivation of a proactive cybersecurity culture.
Organizations that are legally required to report incidents within stringent timeframes tend to
adopt more rigorous monitoring, threat detection, and response protocols. This leads to not only
better internal incident handling but also facilitates external coordination through shared
intelligence. Cross-sectoral collaboration becomes more effective when incidents are reported
quickly and comprehensively, thus strengthening overall threat management.

However, the benefits of strict reporting laws must be weighed against their associated compliance
burdens. Organizations, particularly small to medium-sized enterprises (SMEs), often struggle to
meet regulatory expectations due to resource constraints (Sarkies et al., 2016). The cost of
compliance hiring cybersecurity professionals, updating systems, conducting audits can be
prohibitive and may inadvertently lead to minimal compliance rather than comprehensive
implementation. Larger entities, while better equipped, may also face difficulties when dealing with
overlapping regulations, particularly in jurisdictions like the United States where federal and state
laws often interact inconsistently. This fragmented legal landscape can impede operational clarity
and diminish regulatory effectiveness.

As a result, Regulatory harmonization is an essential component of effective global cybersecurity
governance. Harmonization efforts such as aligning national laws with the Budapest Convention
on Cybercrime or international frameworks like NIST CSF and ISO standards help create
interoperability across jurisdictions. These efforts reduce compliance duplication for multinational
corporations and allow governments to establish common benchmarks for evaluating
cybersecurity readiness (Ballreich et al., 2023). Moreover, harmonized laws are more adaptable to
international cooperation and collective incident response protocols, which are crucial in managing
cross-border cyber threats.

At the national level, cybersecurity coordinators play a pivotal role in implementing and sustaining
regulatory effectiveness. Agencies like CISA in the United States and BSSN in Indonesia act as
operational linchpins, translating regulatory mandates into actionable policies across public and
private sectors. These coordinators facilitate stakeholder engagement, provide compliance
guidance, and enable centralized incident reporting systems. Their involvement is particularly
important in emerging economies, where institutional maturity may lag behind legal ambitions.
Public education campaigns and capacity-building efforts further amplify their impact by
embedding cybersecurity norms into societal infrastructure (Ballreich et al., 2023).

Collectively, the integration of rapid incident reporting laws, awareness of compliance burdens,
pursuit of regulatory harmonization, and strategic deployment of national coordinators forms a
robust policy matrix for enhancing cybersecurity governance. While each jurisdiction must tailor
its framework to local conditions, the comparative findings suggest that balanced legal design,
supported by competent institutions and international alignment, significantly strengthens
resilience against escalating cyber threats.
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CONCLUSION

This study highlights the pivotal role of legal design and institutional coordination in enhancing
cybersecurity resilience for critical infrastructure across the European Union, United States,
Australia, Singapore, and Indonesia. The comparative findings show that jurisdictions enforcing
rapid and enforceable incident reporting obligations such as the GDPR’s 72-hour rule and
Australia’s 12/72-hour SOCI regime demonstrate more effective detection, containment, and
recovery from cyber incidents. These obligations cultivate transparency and encourage cross-
sectoral collaboration, forming the foundation of a proactive cybersecurity culture.

However, the effectiveness of legal mandates is influenced by contextual factors including
regulatory coherence, institutional capacity, and resource distribution. Overly complex or
fragmented legal environments particularly where federal and state regulations overlap can create
compliance fatigue and hinder consistent implementation. Developing countries, including
Indonesia, face additional challenges related to workforce limitations and uneven institutional
maturity. Addressing these capacity gaps through targeted training, resource allocation, and
streamlined governance mechanisms is essential for realizing the full potential of cybersecurity

legislation.

Finally, harmonization with global standards such as the NIST Cybersecurity Framework and ISO
norms provides a practical pathway toward interoperability and adaptive governance. National
agencies, including CISA and BSSN, are critical in translating these frameworks into operational
practice through monitoring, guidance, and stakeholder engagement. Strengthening institutional
synergy, simplifying compliance, and aligning with international best practices will allow
jurisdictions not only to manage current risks effectively but also to build sustained resilience
against evolving cyber threats.
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