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ABSTRACT:  Edge computing has emerged as a pivotal 
paradigm for optimizing performance, privacy, and 
deployment within Internet of Things (IoT) ecosystems. This 
narrative review aims to synthesize the latest scholarly 
insights into how edge computing addresses key challenges in 
latency reduction, data security, and resource orchestration. 
Drawing on a structured literature search from major 
academic databases, the review analyzed empirical and 
theoretical contributions spanning various edge-IoT 
implementations. The findings indicate that edge computing 
enhances system responsiveness by relocating data 
processing to proximity of data sources, leading to improved 
latency and throughput. In applications such as smart cities 
and remote healthcare, this shift enables more efficient 
bandwidth usage and timely decision-making. Moreover, 
privacy-centric technologies including federated learning, 
blockchain, and zero-trust architectures have proven 
effective in mitigating data security risks across distributed 
environments. Despite these advantages, systemic challenges 
persist, particularly regarding policy, infrastructure, and 
organizational readiness. Deployment in developing 
countries often encounters limitations due to regulatory 
ambiguity and insufficient digital capacity. Successful 
strategies observed globally emphasize the importance of 
hybrid cloud-edge-fog architectures and localized 
deployment models aligned with regional capabilities. This 
study underscores the need for collaborative public-private 
innovation, policy reform, and inclusive digital infrastructure 
development to fully realize the benefits of edge computing 
in diverse IoT contexts..  
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INTRODUCTION 

The rapid proliferation of the Internet of Things (IoT) has dramatically transformed how data is 

collected, processed, and utilized across diverse sectors, ranging from healthcare and 

transportation to agriculture and smart cities. With billions of connected devices generating 
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massive volumes of data, traditional cloud computing infrastructures have increasingly faced 

challenges related to latency, bandwidth consumption, and real-time responsiveness (Baghban et 

al., 2021; Mayer et al., 2021). In response to these constraints, edge computing has emerged as a 

pivotal architectural shift that relocates data processing closer to the source of data generation, 

thereby offering potential improvements in speed, security, and system efficiency (Kuchuk & 

Malokhvii, 2024). The integration of edge computing within IoT ecosystems represents a 

fundamental technological evolution, enabling distributed intelligence and low-latency services 

that are vital for contemporary applications. 

Recent academic literature underscores a growing interest in the deployment of edge computing 

in IoT, reflecting its capacity to address pressing challenges within centralized cloud architectures 

(Nezami et al., 2021; Tripathi et al., 2020). Over the past decade, scholarly investigations have 

explored various dimensions of edge computing, including architectural design, resource 

allocation, security protocols, and performance metrics (Alzahrani, 2025; Bittencourt et al., 2018). 

These studies consistently affirm the benefits of edge computing in reducing latency and 

optimizing bandwidth utilization, particularly in time-sensitive applications such as autonomous 

vehicles and remote patient monitoring (Aujla & Jindal, 2021; Mayer et al., 2021). Moreover, the 

capacity of edge systems to process data locally enhances data privacy and security, making them 

particularly appealing for environments where sensitive information is prevalent. 

The strategic importance of edge computing is further evidenced by its role in mitigating latency 

and network bottlenecks inherent to cloud-centric systems. For instance, in healthcare settings, 

delayed data transmission can lead to life-threatening consequences, while in smart transportation 

systems, real-time responsiveness is critical for vehicular safety and traffic efficiency (Baghban et 

al., 2021; Mayer et al., 2021). By decentralizing data processing and minimizing reliance on distant 

cloud servers, edge computing fosters a more resilient and responsive infrastructure. This 

paradigm is particularly beneficial in remote or bandwidth-limited environments, where 

continuous cloud connectivity is neither feasible nor cost-effective (Kuchuk & Malokhvii, 2024). 

The deployment of edge nodes at the periphery of the network architecture ensures that vital 

decisions can be executed swiftly, enabling smarter and safer IoT ecosystems. 

Despite these benefits, the implementation of edge computing in real-world IoT scenarios remains 

fraught with significant challenges. One major obstacle lies in the heterogeneity of IoT devices, 

which exhibit diverse hardware capabilities, operating systems, and communication protocols 

(Aujla & Jindal, 2021; Sahu & Mazumdar, 2024). This diversity complicates device interoperability, 

integration, and maintenance, posing substantial barriers to seamless deployment. Moreover, the 

limited computational capacity of many IoT endpoints restricts the feasibility of implementing 

robust security protocols, leaving systems vulnerable to cyber threats (Sahu & Mazumdar, 2024). 

As edge computing brings processing closer to devices, the attack surface expands, demanding 

more sophisticated security models that can operate within resource-constrained environments. 

Another critical challenge is the persistent issue of infrastructure disparities across geographic and 

economic contexts. Developed regions, particularly in North America and Europe, have rapidly 

embraced edge computing, propelled by strong digital infrastructures and financial investments in 

emerging technologies (Kuchuk & Malokhvii, 2024). Conversely, developing nations often lag in 
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adoption due to infrastructural deficits, high implementation costs, and limited access to advanced 

technological resources (Alhartomi et al., 2024). Nevertheless, the potential for edge computing to 

deliver tangible benefits in these regions remains significant, especially in applications related to 

agricultural monitoring, telemedicine, and urban planning. Bridging this digital divide necessitates 

context-sensitive strategies that align technological solutions with local capacities and needs. 

Security and privacy remain paramount concerns in the edge-IoT landscape, particularly as the 

volume of sensitive data transmitted and processed continues to grow. While edge computing 

inherently supports improved privacy through localized processing, ensuring end-to-end security 

across distributed nodes is complex (Alzahrani, 2025; Shen et al., 2020). Various studies highlight 

the need for novel cryptographic techniques, secure multi-party computation, and AI-driven 

anomaly detection to safeguard data integrity and user confidentiality (Aujla & Jindal, 2021; Mayer 

et al., 2021). Nevertheless, the integration of such mechanisms is often limited by device 

capabilities and operational constraints. Therefore, security solutions must be designed with 

scalability, efficiency, and adaptability in mind to support long-term sustainability. 

Despite the growing body of literature on edge computing and IoT, several critical research gaps 

persist. For example, there is a scarcity of open-access datasets that reflect real-world usage 

patterns and threat models in distributed edge environments (Nezami et al., 2021; Harbi et al., 

2021). This limitation hampers the development of predictive models and benchmarking tools 

essential for performance evaluation. Additionally, while hybrid architectures that combine cloud, 

fog, and edge computing have been proposed as a means to balance performance and security, 

empirical evidence of their effectiveness at scale remains limited (Casadei et al., 2022; Kuchuk & 

Malokhvii, 2024). There is also a notable deficiency in studies examining the energy efficiency and 

environmental sustainability of edge-IoT systems across industrial sectors, an area that warrants 

urgent investigation given global climate concerns (Baghban et al., 2021). 

Given these gaps, the present review aims to provide a comprehensive synthesis of recent 

advancements and enduring challenges in edge computing within IoT ecosystems. The core focus 

is to critically examine five interrelated factors: performance, privacy, deployment, scalability, and 

energy efficiency. These dimensions are pivotal to understanding the operational viability and 

strategic impact of edge technologies in various application domains. Performance is assessed in 

terms of response times, throughput, and service availability—key metrics for real-time systems. 

Privacy encompasses mechanisms to protect user data from unauthorized access and misuse, a 

crucial concern in healthcare and surveillance applications. Deployment refers to the practical 

integration of edge solutions into existing infrastructures, taking into account hardware 

compatibility, network design, and operational costs. Scalability addresses the system's capacity to 

accommodate growing numbers of devices and data streams, while energy efficiency relates to the 

sustainability of edge operations under increasing computational demands. 

The scope of this review is intentionally broad yet analytically focused. It encompasses studies 

conducted across both developed and developing regions, allowing for a comparative 

understanding of how infrastructural and contextual variables influence edge computing 

implementation. Particular attention is given to application areas such as healthcare, smart cities, 

agriculture, and transportation, where the intersection of edge computing and IoT is most 
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pronounced. By drawing on interdisciplinary perspectives from computer science, engineering, 

and public policy, the review seeks to offer actionable insights for researchers, practitioners, and 

policymakers seeking to harness the potential of edge computing for societal benefit. The goal is 

not only to map the current landscape but also to illuminate pathways for future innovation and 

collaboration in this rapidly evolving domain. 

 

METHOD 

The methodology of this narrative review was designed to ensure a comprehensive and systematic 

collection of scholarly articles related to the development and deployment of edge computing in 

the Internet of Things (IoT) ecosystem. To identify relevant studies, a thorough literature search 

was conducted using multiple reputable academic databases, including Scopus, IEEE Xplore, and 

Google Scholar. These databases were chosen due to their extensive coverage of high-quality, peer-

reviewed publications in the fields of computer science, engineering, and information systems. The 

search strategy employed was aimed at maximizing both the breadth and depth of literature 

coverage, while maintaining a high level of specificity regarding the topic of interest. 

The selection of keywords was a critical component of the search process. Several key terms were 

identified based on their frequent use in academic discussions of edge computing and IoT. These 

terms included "Edge Computing," "IoT," "Internet of Things," "Edge-IoT," "Fog Computing," 

"Latency," "Data Security," "Privacy," "Decentralized Computing," and "Resource Management." 

In order to refine the search and retrieve articles that address the intersection of these concepts, 

Boolean operators were utilized. For instance, the combination "Edge Computing" AND "IoT" 

AND "Data Security" was used to retrieve studies specifically exploring the security aspects of 

edge-IoT systems. Other combinations, such as ("Edge Computing" OR "Fog Computing") AND 

"IoT" AND ("Data Security" OR "Privacy") AND ("Latency" OR "Performance"), were 

employed to include broader research perspectives while ensuring thematic relevance. These 

advanced queries allowed the research team to capture a wide range of studies that span theoretical 

foundations, architectural innovations, and empirical evaluations of edge computing in IoT 

contexts. 

To maintain the relevance and quality of the review, a set of inclusion and exclusion criteria was 

established. Inclusion criteria required that articles be directly related to the topic of edge 

computing and IoT, with particular attention paid to the technological, architectural, or 

application-specific aspects of this integration. Studies that employed qualitative or quantitative 

methodologies with verifiable procedures were prioritized, ensuring that the review is grounded in 

methodologically sound evidence. Another key consideration was the publication date; only articles 

published within the past ten years were included to ensure that the literature reflects the most 

current advancements and challenges. Furthermore, selected studies had to appear in peer-

reviewed journals indexed by reputable databases such as IEEE, Scopus, ACM Digital Library, 

and SpringerLink. 

https://journal.idscipub.com/data


The Role of Edge Computing in Secure and Scalable IoT Systems: A Global Perspective 
Arainy 

 

33 | Digitus : Journal of Computer Science Applications                  https://journal.idscipub.com/digitus                            

Exclusion criteria were equally important in refining the corpus of literature. Articles that had not 

undergone a peer-review process were excluded, as were opinion pieces, white papers, and 

unverified technical reports. In addition, studies that did not explicitly focus on edge computing 

in the context of IoT were omitted. For example, articles centered solely on cloud computing 

without a substantive link to edge architectures were not considered. Moreover, studies lacking 

empirical data or theoretical frameworks were excluded to preserve the analytical integrity of the 

review. Publications from non-academic or educational websites that did not contribute to the 

technical or theoretical understanding of edge-IoT systems were also excluded. This rigorous 

filtration process ensured that the articles selected for review were both relevant and of high 

academic quality. 

The literature selection process involved several stages. First, initial search results from each 

database were imported into a reference management software to remove duplicates. Following 

de-duplication, the titles and abstracts of the remaining articles were screened to assess their 

relevance to the research topic. Articles that met the inclusion criteria based on title and abstract 

review were then subjected to full-text analysis. During this phase, each article was thoroughly 

examined for its methodological robustness, relevance to the defined factors (performance, 

privacy, deployment, scalability, and energy efficiency), and contribution to the field. Any 

disagreements regarding article inclusion were resolved through discussion among the research 

team, with particular attention to the study's methodological soundness and thematic alignment. 

Furthermore, backward and forward citation tracking was used to identify additional relevant 

studies that might not have been retrieved during the initial search. This involved reviewing the 

reference lists of selected articles (backward citation) as well as identifying subsequent studies that 

cited those articles (forward citation). This step was crucial in capturing influential studies and 

emerging trends that may not yet have been indexed with optimal metadata in the databases 

searched. In doing so, the review was able to integrate a richer and more diverse set of perspectives 

on edge computing in IoT. 

In terms of study types, the review included a mix of empirical studies (such as case studies, 

experimental evaluations, and simulation-based research), theoretical and conceptual papers, and 

systematic or narrative reviews. This inclusive approach was intentional, recognizing that the field 

of edge computing in IoT is both technically complex and rapidly evolving. Empirical studies 

provided insights into real-world implementations and performance benchmarks, while theoretical 

papers offered conceptual frameworks and models that are critical for understanding the design 

and evolution of edge architectures. Review papers were particularly useful in summarizing existing 

knowledge and highlighting ongoing debates or unresolved issues. 

The final corpus of selected literature was categorized according to the five primary analytical 

dimensions: performance, privacy, deployment, scalability, and energy efficiency. Each study was 

evaluated and coded based on its primary contribution to one or more of these categories. The 

categorization facilitated thematic synthesis and allowed for a more nuanced discussion of patterns, 

challenges, and opportunities across different areas of edge-IoT research. By adhering to a 

structured and transparent methodology, this review aims to provide a rigorous and 
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comprehensive overview of the current landscape of edge computing in the IoT ecosystem, while 

also identifying pathways for future research and practical implementation. 

 

RESULT AND DISCUSSION 

This section synthesizes the key findings from the reviewed literature on the role and 

implementation of edge computing in the IoT ecosystem. The results are organized into four major 

thematic areas: performance improvement, privacy and security, deployment and resource 

management, and global comparative studies. Each sub-section discusses the current state of 

research, highlights empirical evidence, and identifies patterns and critical observations within each 

theme. 

Performance Improvement 

Edge computing contributes substantially to performance enhancement in IoT systems, 

particularly in reducing latency and improving data throughput. By relocating data processing 

closer to the data source, edge computing reduces the physical distance data must travel, leading 

to significantly faster response times and more efficient data handling. This proximity-centric 

processing model is especially beneficial in real-time applications such as traffic control systems 

and health monitoring devices, where quick decision-making is critical (Baghban et al., 2021; 

Bittencourt et al., 2018). The capability to process data locally also mitigates the strain on 

centralized cloud infrastructures, resulting in enhanced system responsiveness. 

Empirical studies support these claims. For instance, Casadei et al. (2022) report that edge 

computing accelerates data processing by up to 30% compared to traditional cloud-based models. 

This performance gain is attributed to reduced reliance on core network pathways and decreased 

server load, which also leads to higher throughput. Additionally, Andriulo et al. (2024) emphasize 

that deploying IoT applications at the edge substantially reduces the volume of data transmitted 

to the cloud, thereby conserving bandwidth and enhancing network efficiency. These 

improvements make edge computing a compelling choice for IoT environments with high 

demands for speed and low tolerance for communication delays. 

The implementation of microservices architectures has emerged as a prominent strategy for 

optimizing edge-IoT performance. Microservices allow developers to deploy small, independently 

operable services that streamline resource utilization and reduce latency (Busanelli et al., 2019). 

Alongside microservices, containerization technologies such as Kubernetes and Docker provide 

dynamic resource management, enabling multiple applications to operate concurrently within edge 

environments without performance degradation (Morabito et al., 2017). 

Moreover, the integration of federated learning into edge infrastructures enhances computational 

efficiency while preserving data privacy. Federated learning allows machine learning models to be 

trained locally across multiple devices without transmitting raw data to central servers. Studies by 

Ismail and Buyya (2022) and Alghamdi et al. (2022) show that this technique not only protects 

sensitive data but also optimizes system performance by decentralizing learning tasks. These 

combined approaches create a highly responsive, scalable, and privacy-aware edge-IoT ecosystem. 
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Privacy and Security 

The exponential growth of IoT devices raises serious concerns about data security and user 

privacy, especially in distributed edge networks. Several strategies have been developed to address 

these challenges, with blockchain, federated learning, and zero-trust architecture emerging as the 

most prominent solutions. Blockchain offers a decentralized, tamper-proof ledger system that 

enhances data integrity and ensures secure authentication across IoT nodes. Turner et al. (2023) 

and Enaya et al. (2025) affirm blockchain’s value in safeguarding against unauthorized access and 

providing transparent audit trails. 

Federated learning, in addition to its performance benefits, has also proven effective for privacy 

protection. By limiting data exposure and confining learning processes to local devices, it 

minimizes the risk of data breaches. Ismail and Buyya (2022) and Alghamdi et al. (2022) 

demonstrate that federated models can match or even surpass traditional centralized models in 

terms of accuracy while offering a more privacy-respecting framework. This approach aligns well 

with contemporary data protection regulations and growing public concern about digital 

surveillance. 

Zero-trust architecture further enhances edge security by eliminating implicit trust within the 

network. Instead of granting blanket access, every request is verified regardless of its origin. Goel 

(2024) argues that zero-trust frameworks are particularly suitable for hostile environments where 

network boundaries are unclear or constantly shifting. While effective, implementing zero-trust 

can be complex and resource-intensive, often requiring sophisticated identity and access 

management systems. 

Despite their strengths, these approaches also present operational challenges. Blockchain solutions 

may suffer from high energy consumption and processing overhead, while federated learning 

demands substantial computational resources on edge devices. Nevertheless, their integration 

forms a multi-layered defense system that enhances resilience against evolving cybersecurity threats 

in the edge-IoT domain. 

Deployment and Resource Management 

The deployment of edge computing systems in IoT architectures involves a range of technical and 

non-technical hurdles. A major technical challenge is device heterogeneity, where disparate 

hardware and communication protocols complicate system integration. As highlighted by Biot et 

al. (2025) and Bittencourt et al. (2018), this heterogeneity impedes the seamless orchestration of 

services and increases system maintenance burdens. Furthermore, dynamic workload mapping and 

scheduling across edge nodes require intelligent orchestration to avoid latency spikes and resource 

contention (Casadei et al., 2022). 

From a non-technical standpoint, policy and regulatory issues concerning data sovereignty and 

privacy hinder the adoption of edge technologies. Organizations often face uncertainty regarding 

compliance with regional data protection laws, such as the GDPR or HIPAA, which affects their 

willingness to implement edge-based solutions (Harbi et al., 2021). Another significant barrier is 

the shortage of skilled personnel equipped to manage and deploy edge architectures effectively, 

which slows down technology adoption across industries (Kalyashina et al., 2024). 
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To overcome these obstacles, researchers have proposed several resource orchestration 

frameworks. The microservices model has proven effective in managing complex IoT applications 

by decoupling functions into manageable units, thereby improving fault tolerance and scalability 

(Kuchuk & Malokhvii, 2024). Container orchestration tools like Kubernetes enable automated 

deployment, scaling, and maintenance of application containers, significantly reducing the 

operational overhead associated with manual configurations (Nezami et al., 2021). 

Innovative frameworks such as D-RESIN integrate software-defined networking (SDN) principles 

with edge computing to facilitate dynamic resource allocation. Agrawal et al. (2025) demonstrate 

that D-RESIN enhances speed and resource coordination by abstracting network control and 

allowing centralized management of distributed resources. Hybrid architectures combining cloud, 

fog, and edge computing further bolster deployment flexibility, enabling systems to adapt to 

fluctuating workloads and application requirements (Andriulo et al., 2024). These solutions 

collectively address the growing complexity of resource management in diverse and expansive IoT 

networks. 

Global and Comparative Studies 

The global adoption of edge computing in IoT varies significantly across geographic and economic 

contexts. Developed countries, particularly in North America and Western Europe, have embraced 

edge technologies more rapidly, driven by well-established digital infrastructures and proactive 

policy frameworks. These regions have integrated edge and cloud services to support urban 

mobility, energy efficiency, and healthcare innovations, contributing to the development of 

smarter cities (Baghban et al., 2021; Sarrigiannis et al., 2020). 

Conversely, developing nations often encounter limitations in funding, infrastructure, and 

technological readiness. Nevertheless, there is a growing recognition of the transformative 

potential of edge computing in addressing local challenges. For example, Alzahrani (2025) and 

Oikonomou et al. (2021) highlight how edge technologies are being explored for public service 

enhancements in healthcare and agriculture. The flexibility and decentralization of edge 

architectures make them particularly suitable for rural and underserved areas where consistent 

cloud connectivity is unattainable. 

Global case studies offer valuable insights into successful edge-IoT deployments. In Finland, a 

forest monitoring initiative using edge-enabled IoT sensors demonstrated rapid data processing 

and improved emergency response capabilities (Pizzolli et al., 2016). Meanwhile, in India, smart 

farming projects have leveraged edge computing to enhance crop monitoring and water usage 

efficiency, resulting in increased yields and reduced environmental impact (Gupta et al., 2023). 

These examples underscore the importance of tailoring edge solutions to local needs and 

capacities, rather than relying on one-size-fits-all models. 

Policy alignment and public investment also play a critical role in facilitating adoption. Countries 

that embed edge computing within their national digital strategies, supported by funding 

mechanisms and capacity-building initiatives, are better positioned to harness the full benefits of 

this technology. Alonso et al. (2022) argue that integrated governance frameworks and stakeholder 

collaboration are essential to overcoming adoption barriers and ensuring inclusive technological 

advancement. 
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In summary, the deployment of edge computing in the global IoT ecosystem is shaped by a 

complex interplay of technical, organizational, and contextual factors. While developed countries 

lead in innovation and infrastructure, developing regions are demonstrating adaptive ingenuity and 

context-aware implementation strategies. Cross-national learning and cooperative frameworks will 

be essential to accelerate global edge-IoT integration in the years to come. 

The findings from this narrative review reaffirm the growing importance of edge computing in 

enhancing the performance, security, and deployment of IoT systems. The comparison with 

previous studies highlights a shared consensus: edge computing significantly mitigates latency and 

improves throughput by localizing data processing near the source. This is consistent with prior 

empirical findings from Bittencourt et al. (2018) and Casadei et al. (2022), which emphasized the 

performance limitations of centralized cloud systems in real-time IoT applications. However, a 

distinctive evolution in recent years is the emergence of hybrid architectures that integrate edge, 

fog, and cloud computing. This hybrid approach is increasingly favored due to its ability to deliver 

superior performance while balancing cost and operational efficiency (Kuchuk & Malokhvii, 2024). 

The adoption of these hybrid models has also been linked to significant enhancements in privacy 

and data security. Distributed architectures offer decentralized control over data, which is critical 

in minimizing vulnerabilities and ensuring data integrity. This echoes the security-centric narratives 

discussed by Aguzzi et al. (2022) and Andriulo et al. (2024), who demonstrated that edge-based 

deployments reduce exposure to centralized attack vectors and data breaches. Moreover, federated 

learning approaches that process sensitive data locally have gained traction for their privacy-

preserving benefits, aligning with the recommendations of Ismail & Buyya (2022) and Alghamdi 

et al. (2022). 

Systemic factors play a pivotal role in determining the success or failure of edge computing 

implementations. Among these, regulatory environments stand out as a decisive determinant. 

Countries with robust legal frameworks—particularly those enforcing strong data privacy and 

cybersecurity regulations—tend to achieve better deployment outcomes (Bittencourt et al., 2018). 

These regulatory conditions not only foster trust but also provide a stable foundation for 

innovation. Conversely, in regions where policies are vague or underdeveloped, especially in the 

Global South, the absence of clear guidelines often translates into hesitation and slow adoption 

(Nezami et al., 2021). These observations underscore the need for coherent policy development 

tailored to digital transformation agendas. 

Infrastructure disparities further widen the implementation gap between developed and 

developing countries. Developed nations typically enjoy reliable broadband infrastructure, high 

device density, and sophisticated data centers, which collectively support edge computing at scale 

(Nakazato et al., 2022; Xu et al., 2021). In contrast, developing nations grapple with intermittent 

connectivity and inadequate bandwidth, which limits the effectiveness and scalability of edge 

deployments (Turner et al., 2023). These infrastructural challenges not only hinder the practical 

implementation of edge solutions but also exacerbate existing digital inequalities. 

Another systemic barrier is the cost of adoption. Implementing edge computing infrastructure 

requires significant upfront investment in hardware, software, and human capital. While the long-

term return on investment may be favorable, especially for sectors like healthcare and 

manufacturing, initial costs remain a major obstacle, particularly for small- and medium-sized 
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enterprises (SMEs) in low-resource settings (Kalyashina et al., 2024). Furthermore, the shortage of 

trained personnel who can manage and maintain edge environments adds another layer of 

complexity to widespread deployment (Singh et al., 2021). 

Given these constraints, public policy interventions and managerial strategies must evolve to better 

support the integration of edge computing. Governments can incentivize the adoption of edge 

solutions through subsidies, grants, or tax relief schemes targeting infrastructure development. 

Such financial incentives would be especially impactful in enabling SMEs to embrace digital 

transformation (Mayer et al., 2021). Similarly, integrating edge computing into national digital 

strategies, especially in critical sectors like public health and education, can amplify the societal 

benefits of this technology. 

Managerial approaches must also prioritize workforce development. As Cankar et al. (2018) and 

Sarrigiannis et al. (2020) note, equipping employees with the requisite skills for cybersecurity and 

edge technology deployment is essential for maximizing system effectiveness and minimizing 

operational risks. Training programs should be implemented not only at the organizational level 

but also within higher education curricula to foster a new generation of edge-aware engineers and 

IT specialists. 

Intersectoral collaboration emerges as another vital enabler. Cooperation between government 

bodies, private companies, and academic institutions can lead to the co-creation of standards and 

regulatory frameworks that facilitate global interoperability. As suggested by Agrawal et al. (2025) 

and Andriulo et al. (2024), joint initiatives can accelerate technology transfer and provide 

opportunities for benchmarking best practices. In particular, collaborations can help address the 

unique challenges faced by developing countries through tailored solutions that consider 

contextual needs and constraints. 

Despite the promising outlook of edge computing in IoT ecosystems, the current body of literature 

still exhibits notable limitations. One major shortcoming is the lack of longitudinal studies 

assessing the long-term impact of edge deployment on organizational performance and user 

satisfaction. Most studies focus on technical metrics such as latency or energy consumption but 

often overlook operational or societal outcomes. This gap in the literature calls for more 

comprehensive research that examines edge computing from both technological and human-

centric perspectives. 

Additionally, many studies are context-specific and lack generalizability across different 

geographical or sectoral settings. While edge computing has been successfully implemented in 

healthcare monitoring in the Global North, its transferability to similar contexts in the Global 

South is rarely assessed (Gupta et al., 2023; Pizzolli et al., 2016). Future research should thus 

explore cross-contextual applications, including socio-political and economic factors that mediate 

implementation success. 

Another limitation pertains to the methodological approaches used in existing studies. While 

experimental and simulation-based studies dominate the field, there is a scarcity of empirical case 

studies and real-world trials. The overreliance on theoretical frameworks may limit the practical 

relevance of findings, especially when addressing deployment challenges in diverse environments. 

https://journal.idscipub.com/data


The Role of Edge Computing in Secure and Scalable IoT Systems: A Global Perspective 
Arainy 

 

39 | Digitus : Journal of Computer Science Applications                  https://journal.idscipub.com/digitus                            

To bridge this gap, researchers should engage in action-oriented research that incorporates 

stakeholder feedback and operational constraints. 

Lastly, more attention is needed on the ethical implications of edge computing. As edge devices 

become more ubiquitous and autonomous, questions around data ownership, consent, and 

algorithmic transparency become increasingly pressing. These ethical concerns must be integrated 

into the design and governance of edge systems, particularly in applications involving sensitive 

data such as healthcare, education, and finance. Without proactive ethical frameworks, the benefits 

of edge computing may be undermined by risks of misuse or harm. 

In conclusion, while edge computing offers substantial benefits for IoT performance, privacy, and 

deployment, its success depends on a complex interplay of systemic, infrastructural, and policy-

related factors. Addressing these challenges requires a coordinated approach involving regulation, 

investment, workforce development, and ethical oversight. Further research is essential to refine 

deployment strategies and ensure that edge computing contributes equitably to digital 

transformation across global contexts. 

 

CONCLUSION  

This narrative review highlights the transformative potential of edge computing within Internet of 

Things (IoT) ecosystems, particularly in enhancing system performance, data privacy, and 

deployment feasibility. Key findings demonstrate that edge computing significantly reduces latency 

and increases throughput by bringing data processing closer to the source. This performance 

improvement is especially critical for real-time applications such as healthcare monitoring and 

traffic control. Furthermore, edge-based architectures offer notable advantages in data privacy 

through federated learning and blockchain integration, mitigating risks associated with centralized 

data processing. 

However, widespread deployment remains hindered by systemic factors including regulatory gaps, 

infrastructure limitations, and organizational readiness, particularly in developing countries. 

Addressing these issues requires targeted public policy interventions, such as incentivizing 

investment in edge infrastructure, clarifying data governance laws, and supporting workforce 

training. From a managerial standpoint, adopting microservices architectures and container 

orchestration platforms like Kubernetes could accelerate efficient and scalable deployments. 

Future research should explore hybrid frameworks that dynamically integrate cloud, fog, and edge 

computing to meet diverse and evolving IoT demands. Studies focusing on edge computing 

adaptation in under-resourced contexts are particularly vital to ensure inclusive technological 

progress. As shown in global comparative analyses, localized deployment strategies that align with 

regional capabilities and needs are essential for unlocking the full potential of edge computing in 

IoT ecosystems.  
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