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INTRODUCTION

Recent trends in data privacy challenges within the Southeast Asian e commerce sector underscore
the increasing complexities tied to consumer data management and regulatory compliance.
Southeast Asia, with its rapid digital transformation, faces unique data privacy challenges
exacerbated by varying regulatory environments. Privacy concerns arise, particularly concerning
the widespread collection of personal information, leading to potential breaches and misuse of
data. This is compounded by rising consumer expectations for transparency in how their data is
managed. E commerce firms are under significant pressure to adopt rigorous data protection
practices while balancing the need for data utility to drive business decisions in an increasingly
competitive market (Obudho, 2024; Widiarty & Tehupeiory, 2024).

Indonesia plays a pivotal role in shaping data processing practices amid its burgeoning digital

economy, particulatly with the introduction of UU No. 27/2022. This legislation mandates stricter
data protection measures and emphasizes consumer rights surrounding personal data. It addresses
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several contemporary issues regarding consent, data access, and security, thus influencing how
digital businesses process data. Companies operating in Indonesia are now compelled to
implement robust privacy management systems to comply with these regulations, fostering a
culture of accountability and responsibility towards consumer data protection. The law also
encourages businesses to align with international best practices in data governance, a significant
step given Indonesia's status as one of the largest e commerce markets in the region (Putra et al.,
2023; Wardhani et al., 2023).

In the broader context of global best practices balancing data utility and privacy in consumer
analytics, the emphasis is increasingly on leveraging technologies that enhance privacy while
maximizing data utility. Reporting mechanisms, such as comprehensive data management
frameworks and privacy policies, serve to inform consumers about their rights and how their
information is used while maintaining a competitive edge in analytics capabilities. Organizations
are now more frequently adopting strategies that encompass privacy by design, integrating privacy
considerations into the development lifecycle of products and services from the outset, rather than
as an afterthought (Akash et al., 2024; Arthur & Owen, 2022; Bandara et al., 2020). Additionally,
emerging technologies, particularly Privacy Enhancing Technologies (PETS), are being integrated
into business processes to diminish privacy risks during the handling of big data.

Differential Privacy emerges as a leading standard among various PETSs due to its ability to provide
strong privacy guarantees while allowing accurate data analysis. Compared to other PETS,
differential privacy introduces noise into datasets in a way that prevents the identification of
individuals while still enabling useful insights to be drawn from the data. The approach has been
recognized for its effectiveness across multiple sectors, reinforcing its relevance within commercial
analytics (Gursoy et al., 2019; Pramanik et al., 2020). Its applications are particularly prominent in
user data sensitive environments like e commerce and health tech, where maintaining user
anonymity is critical while harnessing data for business growth (Subramanian, 2022).

Despite these advancements, significant gaps remain in the application of Differential Privacy
frameworks, especially in emerging economies and low to middle income countries (LMICs).
Structural disparities such as technological limitations, less stringent regulatory environments, and
varying levels of data literacy contribute to the under utilization of established privacy frameworks.
This not only affects the protection of consumer data but also stifles innovation within these
markets as businesses grapple with the perceived trade off between rigorous privacy measures and
operational efficiency (Bittau et al., 2017; Price & Cohen, 2019).

When comparing Indonesian e commerce data governance with that of its ASEAN neighbors,
notable differences and similarities emerge. Countries like Singapore and Malaysia have established
more comprehensive regulatory frameworks that encompass robust data protection laws akin to
the EU's GDPR. In contrast, Indonesia's recent regulatory advancements signify a transitional
phase, as businesses adapt to the new laws. This comparative analysis reveals that while Indonesia
is moving towards a more secure data governance model, there is an urgent need for harmonization
of regulations across the region to facilitate cross border trade and consumer trust in online
transactions (Pathak, 2024).
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In summary, Indonesia’s e-commerce sector faces both challenges and opportunities in advancing
data privacy. The adoption of Differential Privacy, supported by modern governance frameworks
and localized strategies, may offer a viable pathway to balancing compliance and innovation

METHOD

The evaluation of the utility impact of Differential Privacy (DP) in aggregate data analytics is a
crucial area of focus given that privacy should not compromise the overall usability of the data.
Several evaluation methods have emerged to gauge how well DP mechanisms balance the trade
off between utility and privacy. One prominent approach is the empirical evaluation through
DPBench, which allows researchers to conduct standardized assessments of differentially private
algorithms across a variety of datasets and queries, focusing on utility metrics such as accuracy and
error rates (Garrido et al., 2021; Hay et al.,, 2016). In their work, Hay et al. argue that effective
utility evaluation should consider both average case performance and worst case scenarios to
provide a comprehensive overview of an algorithm's operational capabilities. This nuanced
understanding aids stakeholders in making informed decisions about implementing DP
mechanisms in real world contexts.

Another method involves comparing DP algorithms with traditional (non-private) analysis. This
highlights how much utility is lost due to added noise (Bhojwani & Thantharate, 2024).

Sensitivity bounding and clipping strategies play an essential role in the successful implementation
of Differential Privacy workflows. Sensitivity bounding refers to the determination of how much
a single individual's data can affect aggregate outputs, which is fundamental for the calculation of
the privacy budget needed for noise injection (R. J. Wilson et al., 2020). This concept directly
influences the level of noise applied to queries, consequently affecting total accuracy and privacy
guarantees. Practical implementations of these strategies often involve predefined limits on
individual contributions to aggregated statistics, which can be established through domain specific
knowledge of data sensitivity and the underlying distribution of data (Fioretto et al., 2021).

Clipping methodologies further enhance DP workflows by limiting the influence of any single data
point beyond a certain threshold. For example, Zhang et al. described mechanisms where input
data vectors are clipped to lower their sensitivity before noise is added to the query results to
ensure that any individual's contribution remains under the privacy threshold (Wilson et al., 2018).
The practical integration of these concepts requires careful calibration to avoid overwhelming data
utility with excessive noise while still complying with privacy standards. Such calibrated workflows
can be crucial in settings where slight alterations in data can significantly alter the outcome, as seen
in healthcare analytics or financial analysis, where individual outlier contributions can skew overall
findings irreparably.

In the context of tools and libraries that have been benchmarked for Differential Privacy
applications particularly pertaining to SQL queries and synthetic data generation an impressive
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array has emerged to assist organizations in effectively applying DP principles. Notably, the work
of Garrido et al. has benchmarked various DP libraries, highlighting tools like Google’s Rappor
and ARX, which offer functionalities for aggregating data while preserving privacy (Garrido et al.,
2021). This benchmarking serves as a guideline for practitioners seeking to implement DP in their
analytics frameworks, providing comparative insights into performance and ease of use.

Moreover, the recent benchmarking of libraries specifically tailored for generating synthetic data
with differential privacy has uncovered a range of methodologies that focus on preserving utility
while safeguarding individuals' identities. For example, Xu et al. conducted assessments on vatious
synthetic data generation algorithms’ performance and privacy attributes, revealing the
effectiveness of certain algorithms over others in achieving a reasonable balance between data
utility and privacy compliance (Angell, 2023). Such tools help organizations not only to analyze
existing datasets but also to create new data that maintains the privacy of original contributors
while still being useful for training models or drawing insights in analytics.

In conclusion, evaluating Differential Privacy's utility impact on aggregate data analytics involves
sophisticated methodologies that include empirical benchmarking, sensitivity bounding, and
clipping strategies. These techniques, enhanced by modern tools and libraries designed for both
SQL queries and synthetic data generation, underpin the practical application of DP across various
domains and industries. The synergies realized in privacy preserving analytics pave the way for
more secure handling of sensitive data while maintaining operational effectiveness.

RESULT AND DISCUSSION

Differential Privacy implementation on aggregated transaction metrics from the BPS E
Commerce 2021 microdata showed significant trade offs across € levels. A commonly
accepted threshold for Mean Absolute Percentage Error (MAPE) in anonymized data
analysis is 5% to 20% depending on the use case, with 10% often deemed a practical
benchmark (Cao et al., 2019; Husnayain et al., 2019). In this study, MAPE for most
transaction count metrics remained under 10% when € > 1. This confirms the potential of

DP to maintain analytic integrity while securing user data.

The variation of e also had a noticeable effect on analytical precision. At lower ¢ (e.g., 0.1),
increased noise reduced utility, while higher ¢ (e.g., 3-8) restored accuracy without compromising
privacy excessively (Zhao et al., 2021). This aligns with findings suggesting optimal utility privacy
trade offs can be attained with e values between 0.3 and 3.0.

Province level granularity was retained in the data schema to enable contextual analysis. This level
of detail allowed for meaningful local insights while maintaining aggregation sufficient for DP
compliance (Mirdashtvan et al., 2019). The application of Mean Absolute Error (MAE) further
reinforced these findings by illustrating minimized deviation from baseline counts under moderate
e settings (Jayaraj & Hoe, 2022; Shan et al., 2024).
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DP generated synthetic datasets demonstrated substantial fidelity to real world behavior
patterns. Using SmartNoise synthesizers, transactional profiles such as event type
distributions and revenue clusters were preserved. Behavioral models trained on synthetic
data showed AUC scores ranging from 0.87 to 0.91 when ¢ > 1, indicating strong
alignment with original data (Zhao et al., 2021).

The synthetic data retained key statistical properties with minor variation. AUC values above 0.8
and F1 scores exceeding 0.7 are generally regarded as acceptable thresholds in privacy preserving
analytics (Husnayain et al., 2019). Statistical similarity was validated through Chi square and
Kolmogorov Smirnov tests, supported by visual tools like histograms and Q Q plots (Abbas et al.,
2022).

Classification models experienced slight performance drops, while regression models remained
stable under noise injection (Gardezi et al., 2024; Patakamuri et al., 2020).

Analysis of Bank Indonesia’s monthly transaction time series revealed that seasonal patterns
were largely preserved under DP conditions when ¢ > 1. Although subtle fluctuations were
smoothed out, macro level trends remained intact. MAPE for DP modified time series
remained within 8-12% for € > 0.5, and Spearman’s rank correlations showed strong

alignment with original data (Qiu et al., 2024).

Best practices suggest tuning ¢ adaptively based on seasonality sensitivity. Prior studies
recommend e values between 0.1-0.5 for temporal data, though this research indicates that
€ 2 1 strikes a better balance between privacy and analytical fidelity for financial datasets
(Yamaguchi et al., 2022). Careful € adjustment, pre /post analysis of temporal stability, and
attention to domain specific patterns enhance DP effectiveness for time series applications
(Gidea & Katz, 2018).

Across all metrics aggregated counts, synthetic models, and time series analytics the utility
of data protected via DP remained within operationally acceptable limits when € > 1. Trade
offs were manageable and predictable, confirming the feasibility of adopting DP in
Indonesian e commerce environments with well calibrated parameters and localized

preprocessing techniques.

The acceptance and successful integration of Differential Privacy (DP) in e commerce
environments hinge not only on the technical efficacy of noise mechanisms and model precision,
but also on a complex interplay of organizational dynamics, regulatory frameworks, and the
accessibility of deployment tools. While DP offers a rigorous mathematical guarantee for
individual privacy, its adoption in practice is conditioned by factors ranging from privacy
comprehension among stakeholders to the robustness of legal infrastructure and technical
scalability. This discussion explores four critical dimensions: ¢ (epsilon) range implications on
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institutional trust, governance models that facilitate privacy by design, comparative evaluation of
privacy tool scalability, and region specific barriers to DP adoption in Southeast Asia.

Influence of ¢ Ranges on Organizational Acceptance

Organizational acceptance of DP largely hinges on how e values representing the privacy loss
parameter are understood and operationalized. Low e values (e.g., ¢ < 1) provide stronger privacy
but introduce greater statistical noise, which can obscure meaningful insights and diminish the
perceived accuracy of analytical outputs. This trade off often renders such configurations
unsuitable for business critical decision making. On the other hand, higher ¢ values (typically in
the 1 to 3 range) present a more favorable trade off between utility and privacy, allowing analysts
to derive actionable insights while still maintaining a reasonable level of confidentiality (Le & Liaw,
2017).

Moreover, the social and institutional context surrounding e calibration plays a decisive role in
acceptance. Organizations that engage in transparent discussions with stakeholders about the
implications of different e values tend to foster greater trust. For instance, disclosing the rationale
behind selected privacy budgets and demonstrating their impact on model performance through
visualizations can help bridge the knowledge gap among non technical decision makers. Studies
have found that when organizations frame privacy controls not just as a compliance requirement
but as a proactive commitment to ethical data governance, stakeholders are more likely to embrace
DP implementation (Threstia et al., 2022).

Governance Models Supporting Privacy by Design

ISO 27559 advocates embedding privacy enhancing principles throughout the data lifecycle. This
paradigm, known as privacy by design, requires governance structures that transcend mere
compliance checklists. Effective models include the institutionalization of roles such as Data
Protection Officers (DPOs), the execution of routine Data Protection Impact Assessments
(DPIASs), and systematic privacy audits to assess risk and reinforce accountability (Mutambik et al.,
2023). These elements collectively foster a privacy centric organizational culture that views data
stewardship as a shared responsibility rather than a siloed I'T function.

Integrating internationally recognized standards such as the General Data Protection Regulation
(GDPR) into ISO 27559 compliance enhances global interoperability. This hybrid approach
enables organizations to align local practices with transnational expectations. Mechanisms like
public facing privacy dashboards, user access logs, and open communication channels for feedback
not only improve transparency but also contribute to dynamic, responsive governance.
Additionally, embedding privacy education into employee onboarding and continuous training
helps internalize privacy norms across departments (Jain, 2024).

52 | Data : Journal of Information Systems and Management https://journal.idscipub.com/data


https://journal.idscipub.com/data

Deploying Differential Privacy in Emerging Economies: Evidence from Indonesia’s Digital
Commerce Sector
Sellang

Comparison of SmartNoise and Other DP Tools

SmartNoise stands out in its ability to provide flexible, scalable differential privacy tooling suitable
for a broad spectrum of organizational capacities. Unlike Google DP, which often requires
integration into a proprietary cloud ecosystem, or diffprivlib, which may have a steeper learning
curve due to its ML heavy orientation, SmartNoise offers a modular architecture conducive to
rapid deployment. Its SQL interface, synthesis capabilities, and transparency tools make it an
accessible entry point for SMEs and government institutions alike (Akour et al., 2022; Aremu &
Arfan, 2023).

Furthermore, SmartNoise’s support for configurable noise mechanisms and audit friendly privacy
accounting features enhances its attractiveness for regulated industries. Its open documentation
and compatibility with non cloud infrastructure facilitate adaptation in environments with limited
resources. While diffprivlib remains a powerful tool for developers engaged in advanced machine
learning tasks, it is often less intuitive for those with limited experience in differential privacy
concepts. Comparative evaluations highlight that SmartNoise reduces time to deployment and
lowers the cognitive barrier to entry, key considerations for early adopters in privacy sensitive
domains (Dehghanpouri et al., 2020; Munshi et al., 2023).

Barriers to DP Adoption in Southeast Asian Tech Ecosystems

Despite its potential, Differential Privacy faces a host of adoption bartiers across Southeast Asia.
One significant challenge is the lack of familiarity and technical literacy regarding DP
methodologies. Many organizations especially SME:s still view DP as a complex, costly undertaking
with unclear return on investment. This perception is exacerbated by a shortage of local case
studies, limited access to DP training resources, and a scarcity of skilled professionals capable of
implementing privacy preserving technologies (Wiraguna et al., 2024).

Regulatory inconsistency across ASEAN countries further complicates adoption. While some
jurisdictions like Singapore have enacted GDPR like legislation, others remain in transitional
phases of regulatory development. This disparity creates uncertainty for companies operating
across borders, hindering the standardization of DP frameworks and discouraging long term
investments in privacy infrastructure (Hermawan et al., 2024).

Additionally, infrastructural constraints such as limited access to high performance computing and
secure data storage facilities can render DP computationally infeasible. Many firms lack dedicated
data governance teams or robust audit capabilities, increasing reliance on third party vendors
whose compliance assurances may not always align with local privacy expectations (Lande et al.,
2024).

Solving these barriers requires training programs, unified laws, and pilot projects supported by
governments and universities.
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CONCLUSION

This study demonstrates the practical feasibility of implementing Differential Privacy (DP) in
Indonesia’s e-commerce analytics landscape. Simulation results using transaction aggregates,
synthetic data, and time series reveal that e values between 1 and 3 consistently maintain analytical
utility while upholding privacy guarantees. Performance metrics such as MAPE, MAE, and AUC
remained within acceptable thresholds, validating the application of DP-enhanced workflows for
customer segmentation, churn analysis, and campaign modeling. These findings confirm that legal
compliance and data-driven innovation can coexist when DP is propetly calibrated and integrated
into business intelligence systems.

Beyond technical performance, this research underscores the importance of governance
frameworks like ISO 27559 and Indonesia’s PDP Law (UU 27/2022) in supporting privacy-by-
design principles. Tools such as SmartNoise offer scalable and user-friendly solutions, particularly
for organizations with limited infrastructure. However, challenges remain, including regulatory
fragmentation, low DP literacy, and limited resources across Southeast Asia. Addressing these gaps
will require coordinated efforts in policy harmonization, education, and public—private
collaboration. Future research should explore dynamic e calibration, sector-specific benchmarks,
and real-time DP deployment across finance, healthcare, and other data-intensive industries.
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